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Executive Summary  
 

Automotive technology is advancing rapidly along a path to automation, with vehicles 

generating, storing and using greater quantities of data to monitor and activate system 

functionality in order to provide benefits for drivers, passengers and other road u sers. 

The data generated have the potential to support a large market of services and the way 

in which th is market develops over the coming years will have  potentially large effects 

on how and who can access and exploit the data. This will affect both exis ting services 

and stimulate new services and although the size of the future market(s) cannot be 

accurately estimated, these are expected to be significant.  

For nearly a decade, there have been calls for the way in which in -vehicle data are made 

available  to be defined and make it accessible . For example, Priority area IV of Directive 

2010/40/EU 1 and the recent eCall type -approval Regulation (Regulation (EU) 

2015/758 2) , both require definition of measures to achieve a secure and open platform 

on which serv ices can be offered. In particular, the Platform for the Deployment of 

Cooperative Intelligent Transport Systems in the European Union (C - ITS Platform) 

established Working Group 6 (WG6) to examine the potential ways to give access to in -

vehicle data and re sources in order that service providers could propose services based 

on this data to their customers.  

WG6 proposed three technical solutions for the access to in -vehicle data and resources. 

These comprised the following technical architectures:  

¶ Data Serve r Platform  

¶ In -vehicle Interface  

¶ On-board Application Platform  

Key features of the Data Server Platform  concept are that the data from the vehicle is 

sent to a back -end server where it can be made available. Therefore, both the vehicle 

data and the application using the data are outside the vehicle  system . Access to data 

using an In -vehicle interface  is enabled via an upgraded OBD interface inside the 

vehicle; any application using data would run outside the vehicle system , either on an 

external devi ce or on a layer on the interface itself . Finally, the On-board Application 

Platform  would allow access to vehicle data and the execution of applications inside the 

vehicle environment.  

WG6 also described three derivatives of the Data Server Platform : the  Extended Vehicle , 

which proposed direct access via an ISO -standardised interface from the vehicle  

manufacturersô back end servers ;  the Shared Server , which proposed access from a 

server controlled by a consortium of stakeholders ( rather than the vehicle  m anufacturer )  

with an equivalent link to the vehicle ;  and the B2B Marketplace , which proposed an 

additional layer between the vehicle and the service providers, which would be fed by 

vehicle manufacturers' back end servers, but be maintained by a service pr ovider that 

would facilitate access by the market.  

                                           

 

1 http://eur - lex.europa.eu/legal -content/EN/ALL/?uri=CELEX%3A32010L0040  

2 http://eur - lex.europa.eu/legal -content/EN/TXT/?uri=uriserv:OJ.L_.2015.123.01.0077.01.ENG  
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Furthermore, the WG6 report 3 presented:  

¶ two methods of defining the data made available irrespective of the technical 

architecture, with this either being determined by the development of use -cases 

describ ing the purpose of the application and the specific data needs, or access 

depending on applications, which implies availability of  a larger dataset with 

access  based on a list of data parameters described in the terms and conditions 

of each application; an d 

¶ ACEAôs proposed categorisation of use-cases which described access to data for 

applications (other than those regulated or C -ITS óday oneô applications4) using a 

negotiation model that allowed access to data on the basis of terms and 

conditions agreed be tween the car manufacturer and the third party.  

In order to further progress and to assist the legislatorôs request, the aim of this study 

was  to  provide further guidance on appropriate actions and to :  

¶ identify and quantify legal issues relating to: the two methods of defining which 

inïvehicle data are accessed ( use -cases or application -dependent access), the 

negotiation model proposed by some stakeholders, and the three technical 

solutions and their different technical implementations put forward by Work ing 

Group 6 of the C - ITS Platform;  

¶ assess the technical aspects of each solution (based on a review of literature and 

standards, through consultation with stakeholders and engineering expertise) to 

recommend the most suitable specifications and technical r equirements;  

¶ carry out a cost -benefit analysis (CBA) of direct and indirect economic, social and 

environmental impacts; and  

¶ develop  and analyse a set of scenarios, taking into account the market 

development, the current EU, national and international legi slations and the work 

of the Working Group 6 of the C - ITS platform . 

 

This study did not define the size of the future market for in -vehicle data, but assessed 

these as being very significant and considerably greater than the cost of implementing 

any solution. Costs and impacts for individual stakeholder groups were defined from 

limited objective data, and were also informed by qualitative analysis to scale the 

expected effects .  

This study developed a series of options that could be implemented to address the issues 

identified with a range of possible technical solutions. Due to the large scope of these 

technical sol utions, the level of objective data available and uncertainty regarding the 

size of future markets and their data needs, these options have been framed at a 

relatively high level.  

This report assesses the legal, technical, and cost -benefit implications of the most likely 

scenarios for access to in -vehicle data and the associated resources in the near future  

(next two to five years), with the  objective to address the risks related to the baseline 

scenario and to ensure the materialisation of an interoperable, standardised, secure, and 

open -access platform.  

Concerning any possible policy measure, i n a currently highly evolving market, the study 

recommends firstly monitoring how the eventual technical solutions selected by the 

                                           

 

3http://ec.europa.eu/transport/sites/transport/files/facts - fundings/tenders/doc/specifications/2015/s248 -

450626 -annex6 -report.pdf  

4 A list of 'Day 1 services' agreed by the C - ITS Platform that, because of their expected societal benefits and 

the maturity of  technology, are expected to and should be available in the short term  
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market comply with the five guiding principles agreed by WG6. I f any action by the 

Commission i s deemed necessary for a specific technical solution, such action should be 

subject to an exhaustive impact assessment . The assessment must include a thorough 

cost -benefit analysis of several policy options; one of them covering the inclusion of 

specific t echnical requirements and administrative provisions in relevant EU 

legislation(s).  

Overall, the main findings of this study can be summarised as:  

Legal  

¶ Each of the WG6 solutions could  in principle work within the existing legal 

framework. However, each option is likely to give rise to a range of legal 

obstacles that will need to be navigated by market participants and there is a risk 

that the current legal framework may allow the market to develop in a way that is 

inconsistent with the five guiding princ iples agreed by WG6  and with relevant 

European legislation in general (e.g. competition legislation) . 

 

¶ From a strictly legal perspective, there are no significant differences between 

providing access to data based on use -cases or providing access to data 

depending on the terms and conditions in the applications. However, the legal 

analysis is more supportive of access to data on the basis of use -cases , because 

the purpose of the data is well defined , meaning that it may be easier for data 

subjects to give c onsent that is more specific as to the purposes for which the 

data can be used.   

 

¶ The primary legal challenge of the negotiation model is its interaction with 

competition law. Existing law should in theory be sufficient to ensure fair and 

undistorted compe tition. However, although legal protection against anti -

competitive behaviour exists, the practical application of this law is very complex.  

The model of access to in -vehicle data should ideally mitigate the concentration of 

power with one group of market participants to prevent the situation where, 

before competition law can be effectively applied, the market has already been 

distorted  to the detriment of consumers . 

 

Technical  

¶ This study found that a ll solutions proposed by WG6 are technically feasible, b ut 

no one solution satisfied all guiding principles agreed by WG6.  

o The data server platform derivatives cannot support real - time data, 

whereas in -vehicle interface and on -board application platform have 

access to real - time data. This could be an increasing  issue in the future as 

more applications demand real - time data.  

o Data server platforms result in  access to the Human Machine Interface 

(HMI )  in the vehicle being more limited, although a level of access is 

possible if accesses to the HMI via mobile platforms are  relied upon. 

However, the on -board application platform provides equal access to the 

vehicle HMI and is most compliant with the guiding principle on fair and 

undistorted competition.  

o The investment required for s afety and security, while bein g a pre -

requisite for all technical solutions, is greater for the on -board application 

platform and in -vehicle interface than it is for the data server solutions.  
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Key areas for safety and security are development of a security layer and 

the implementation of a hypervisor 5.  

o Largely due to the effort required to improve security, data server 

solutions are estimated to be able to be implemented sooner (1 -2 years) 

than the in -vehicle solutions (approximately 5 years)  

o All technical solutions currently exist in t he market with advantages to 

specific stakeholder groups; therefore although the technical solutions 

were assessed individually, the later scenario analysis also considered the 

effects of the existence and development of different systems in parallel.  

 

¶ The main challenge is in balancing the demands of safety and security with fair 

and undistorted competition , whilst ensuring that any interventions are 

proportionate and do not inflict unreasonable burdens on market participants.  

o Key areas for safeguard ing fa ir competition are ensuring equal access to 

resources (HMI) and data (both in terms of types of data available and 

timeliness) and avoiding the ability of any one participant to delay, dilute 

or deny access to data.  

o Safety and security  is required for all solutions and was cited by some 

stakeholders as a reason to favour a data server technical solution . This is  

because the development of a suitably secure in -vehicle interface could  

have potentially large impacts on the automotive industry.  

 

¶ Irrespective o f the specific in -vehicle data access model implemented, several 

óhorizontal issuesô can be identified: 

o Standardisation of data so that data from all manufacturers can be used 

by the wider market to encourage innovation .  

o Whether data is accessed by the ma rket on the basis of a list of 

application -dependent data (i.e. the application provider has access to all 

available in -vehicle data and the user consents to access particular data 

elements depending on the application) or on the basis of use -cases (i.e. 

specific pre -defined data is available for applicat ions with a particular 

purpose), b oth these approaches could be served by a minimum data set 

(i.e. a list of data parameters that allow the majority of services to be 

developed).  

o TRL note examples of the mi nimum dataset concept being successfully 

established in regulation elsewhere (e.g. CPR 49 Part 5 63 in the US 6) and 

this approach would be favoured by certain stakeholder groups. However, 

even with such an approach , a mechanism to establish access on the basis 

of new use -cases or the addition of data elements to the agreed dataset 

would also be required in parallel so that innovation is not stifled by being 

limited to a specific dataset.  

o Ensuring actions on standard isation, the timely agreement of data and/or 

a minimum dataset is considered to require intervention at EU level to 

bring these about .  

 

 

                                           

 

5 A h ypervisor manages  the separate execution of software tasks;  in this context allowing the management of 

messages to vehicle ECUs and the prevention of unauthorised access to safety -critical ECUs or to functions that 

are not authorised for the application.  

6 US minimum specification for data recorded by Event Data Recorders (EDRs)  
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Impact Assessment  

¶ Overall socio -economic benefits of each of the technical architectures are 

dependent on the specific  application(s) implemented that use the data and the 

effectiveness of these at bringing about improvements in safety and/or 

environmental performance. Access to in -vehicle data could support a large 

number of existing and new services; for example remote diagnostics and 

prognostics, pay as you drive insurance, incentives to the driver to access 

particular automotive services based on location , etc. These services have 

massive potential benefits, many times greater than costs required to implement 

access to  data in the market. From this perspective, the action to implement 

access to in -vehicle data is proportionate because the estimated benefits far 

outweigh the costs of implementing any model of accessing the data.  

 

¶ An assessment of  the costs of the various  components of systems for access t o 

in -vehicle data were compiled  from the literature review, known sources of data 

on the costs of ITS components and from stakeholders consulted during this 

project . A qualitative comparison of the costs involved in devel oping, setting up, 

operating and maintaining the various elements of the technical solutions resulted 

in  similar, relatively low cost levels for each of the data server solutions. Higher 

cost levels were estimated for both the on -board application platform  and the in -

vehicle interface, largely because of the cost of technical development and the 

cost of equipping and maintaining 12 million new vehicles each year across 

Europe.  

 

¶ Remote access to in -vehicle data and resources obtained using any of the 

archite cture solutions provides some benefits that are ap plicable to all 

stakeholders. These include the ability to provide new and more efficient services , 

which benefit all of the stakeholders involved, as well as society in general . 

Examples are  safety and env ironmental benefits of driver training tailored to the 

individual and customer relationship management. Set against these overall 

benefits, some stakeholders warned that there are potential risks to security and 

safety involved in any method of obtaining i n-vehicle data and that the system 

established to access in -vehicle data could have large effects in terms of market 

fairness and equality.  

 

¶ The stakeholder preferences , which were indicated by their responses to the 

consultation , showed  that for several s takeholder groups there is a preference for 

the  On-Board Application Platform . Whereas v ehicle manufacturers would prefer a 

data server solution combining  the óextended vehicle ô concept with a neutral 

server , and  road authorities (according to their stakeholder responses) would 

prefer any of the other data server solutions.  

 

¶ Directive 2010 /40/EU 7 (the ITS Directive) sets out the principles for specifications 

and deployment of ITS in its Annex II. The extent to which the individual 

technical solutions comply with these principles is an indication of the extent of 

their compliance with the principles of the ITS Directive . These and a number of 

other important factors were rated based on the inf ormation available to provide 

                                           

 

7 Directive 2010/40/EU of the European Parliament and the Council on the framework for the deployment of 

Intelligent Transport Systems in the field of road transport and for interfaces with other modes of transport. 

Official Journal of the European Union, L207 6 August 2010.  
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the overall  impacts. In these qualitative assessments, the rating scale range d 

from ---  (most negative) to +++ (most positive).  

Impacts  On-Board 
Application 

Platform  

In -vehicle 
Interface  

Data 
Server -  

Extended 
Vehicle  

Data 
Server -  
Shared 
Server  

Data Server 
-  B2B 

Marketplace  

Extended 
Vehicle/ 
Neutral 
Server  

Component costs  ---  ---  +++  +++  +++  +++  

Consumer choice  +++  +  ---  ++  ++  ++  

Competitiveness  +++  ---  ---  ++  ++  ++  

SMEs --  --  --  ++  +  ++  

Public authorities  ---  ---  0 -  0 -  

Innovation and 
research  

+++  +++  +  +  +  +  

 

 

Compliance with 
the principles of 

the ITS Directive  

 

On-Board 
Application 

Platform  

In -vehicle 
Interface  

Data 
Server -  

Extended 
Vehicle  

Data 
Server -  

Shared 
Server  

Data Server 
-  B2B 

Marketplace  

Extended 
vehicle/ 

Neutral 
Server 
(ACEA 

proposal)  

Effective  +++  +++  +  +  +  +  

Cost -efficient  ---  --  +++  +++  +++  +++  

Proportionate  +  +  +++  +++  +++  +++  

Support 
continuity of 

services  

+  +  +  +++  ++  +++  

Deliver 
interoperability  

+++  +++  +++  +++  +++  +++  

Support 

backward 
compatibility  

0 +  ++  ++  ++  ++  

Respect existing 
national 
infrastructure 
and network 

characteristics  

0 0 0 +  0 +  

Promote equality 
of access  for 
VRUs 

0 0 0 0 0 0 

Support maturity  +  +  ++  +++  +++  ++  

Deliver quality of 
timing and 
positioning  

++  ++  0 0 0 0 

Facilitate inter -

modality  
++  ++  0 0 0 0 

Respect 
coherence  

0 0 +++  0 0 +++  
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The technical solutions proposed by Working Group 6 were assessed against the guiding 

principles in order to identify the degree of compliance and to highlight areas that might 

warrant measures to mitigate the risk s identified.   

 

Technical 
solution  

Data provision 
conditions ï 

consent  

Fair and 
undistorted 

competition  

 

Data privacy 
and data 

protection  

 

Tamper -proof 
access and 

liability  

 

Data economy  

On-board 
Application 
Platform  

     

In -vehicle 
I nterface  

     

Data Server ï 
Extended 

Vehicle  

     

Data Server ï 
Shared Server  

     

Data Server ï 

B2B 
Marketplace  

     

Assessment of compliance with WG6 guiding principles  Rating  

Compatible with guiding principles   

Minor issues with compatibility or issues that could be addressed with low cost/impact   

Issues with compatibility or issues that could be addressed with medium cost/impact   

Significant issues with compatibility or could be addressed with high cost/impact   

Incompatible with guiding principles in current form   

 

Scenario - based Analysis  

Four scenarios were assessed  based on assumptions about the current market and 

possible measures to implement short -  and long - term architectures to provide an 

interoperable, standardised, secure and open -access platform for access in -vehicle data 

and resource s. These scenarios and their rationale are as follows :  
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Scenario  Rationale  

Scenario 0  ï No 

action (Extended 
vehicle/neutral server; 
the baseline scenario)  

If there is no market intervention, the óExtended Vehicle/Neutral Serverô 

proposed by ACEA  is expected to  becom e established (alongside 
proprietary On-board Application Platforms ) as the predominant 
technical solution.  

Scenario 1  ï Scenario 
0 with measures at 

European level to 
accompany market 
development and 
address risks  

Supporting measures to ensure that the Neutral Server aspect of the 
technical solution is implemented and a range of further measures 

designed to mitigate the r isk s of market distortion.  

Scenario 2  ï Short 
term: Shared server  

The Shared Server solution could be encouraged in preference to the 
Extended Vehicle / Neutral Server concept. This maintains the short - term 

security of the vehicle and does not place large a dditional burdens on 
the automotive industry while on the other hand providing, with the 
addition of interventions at European level, features more aligned to 
delivering fair competition than the Extended Vehicle/Neutral Server .  

Scenario 3  ï Long 

term: On-board 
application platform   

For this solution t o be implemented and to result in an interoperable 

system , it is strongly recommended that legislation will be  necessary .  

In the longer term (up to 5 years before it is accessible to the market), 
the On -board Application Platform could be encouraged  because this 
provides  all market participants with access to real - time data and the 
vehicle HMI and is therefore the solution with features most aligned to 
delivering fair and undistorted competition.  We acknowl edge the safety 
and security challenges of this solution (the burden of which lies with the 

vehicle manufacturers), but measures could focus on limiting access to 
non -safety critical data and using an ñif fittedò approach. This could also 
be implemented in  phases to provide adequate time for manufacturers 
to integrate the required technical development into their existing E/E 
versions/ model cycles.  

 

For each of the four scenarios considered, options for interventions at European level 

were described that c ould improve compliance with the five guiding principles and 

mitigate the risks identified. These measures can be  summarised as follows:  

Scenario  Measure  Rationale  

1, 2 and 3  Monitoring of how consent is obtained 
and managed  

 

To ensure that all market participants have 
the ability to gain consent and this can  be 
given for a specific user, or for each 

journey, and that consent  can be revoked 
by the user at any time   

1, 2 and 3  Supporting the emergence of a 
standardised and custo mer - friendly 
approach for providing consent  

 

To suggest legally acceptable standard 
procedures and making available sui table 
standard contract clauses  
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Scenario  Measure  Rationale  

1, 2 and 3  Clarification of which data is made 

available to the market and the 
timescales in which it is made available 
in terms of:  

1. Equal quality of data (update 
frequency, resolution, latency etc.) 
available to all market participants ;  

2. A harmonised minimum dataset, 
covering at least the data needs of 
existing and short term use -cases 
could be sta ndardised; and  

3. A requirement that a reasonable 
request for data could not be rejected 
by any vehicle manufacturer. A system 

similar to the SERMI scheme could be 
used to ensure that requests originate 

from appropriate third parties.  

To ensure that as far  as is allowed by the 

characteristics of the specific technical 
solution that the relevant data is available 
at the same quality and timeliness to all 
market participants  

1, 2 and 3  Mandating timescales  for access to the 
OBD port while the vehicle is in motion 
for regulated parameters and remote 

diagnostics for all market participants  

To allow market participants  that would be 
affected by the closure of the OBD port 
while the vehicle is in motion or restriction 

on the data parameters available sufficient  
time to  adapt their business  models  

1, 2 and 3  Measures to verify that the design of 
the vehi cle electric/electronic (E/E)  
architecture delivers an appropriate 

level of functional safety and cyber 
security  

To ensure that the security of the E/E 
system h as been appropriately designed 
with functional safety and cybersecurity 

risks in mind  

1, 2 and 3  Provision of specific safety performance 
guidelines for HMI design  

To address risks resulting from driver 
distraction   

1, 2 and 3  Measures to encourage the 

standardisation of data  

To ensure that the data is interoperable  

1 Formalisation of the óExtended 
Vehicle/Neutral Serverô solution in 
voluntary agreements or legislative 
requirements  

To guard against a óroll backô to the 
Extended Vehicle solution  which does not 
include the neutral server that makes the 
party accessing data anonymous to the 

vehicle manufacturer  

2 Legislation to achieve the 
implementation of the Shared Server 
solution  

 

It is considered that legislation is required 
to fully impleme nt this technical solution in 
the market over and above the baseline 
extended vehicle/neutral server model.  

2 Encourage the formation of a 
consortium of relevant stakeholders  

 

To put in place the necessary architecture 
to deliver the shared server  

 

3 Legislation to achieve the 

implementation of the On -board 

Application Platform  

This could be achieved by making the 

provision of an open on -board application 

platform mandatory for every connected 
car or mandated if an on -board application 
platform is implem ented in a new vehicle 
model and used by the OEM to offer 
aftermarket services.  
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Scenario  Measure  Rationale  

3 Ensure equal access to the vehicle HMI  To support fair competition and reduce the 

risk of the market being distorted, the 
access to the vehicle HMI should be 
ensured for all  market participants  

3 Support the provision of a documented 
API and an SDK for software 

developers  

To ensure that the programming interface 
is clearly defined and that a software 

development kit is available to facilitate 
the offline development of appli cations in 
the same environment as that when 
installed on the on -board platform  

3 Non -discriminatory compliance 
guidelines that clearly define the 

process, timelines and acceptance 
criteria (safety, security, technical 
performance, content, design, 
commer cial and legal aspects) applied 

for the pre -deployment application 
check and approval by the OEM. This 

could be supported by defining a fair 
process for arbitration in case of 
disputes  

To ensure that the certification process for 
applications is defined in  a transparent way 

and that there is a mechanism to deal 
appropriately with disputes  

3 Supporting the development and 
implementation of auto motive cyber -
security standards  

Development of effective and standard 
approach to cybersecurity to mitigate 
against this risk and ensure that a common 

design requirement is met  

3 Encourage the development of a single, 
interoperable p latform  

To  standardise the platform such that 
devel opers could deploy applications across 
brands thereby avoiding fragmentation of 
the market and maximising exploitation 
potential  

 

All technical solutions currently exist in parallel . Therefore,  any implementation scenario 

should:   

¶ take account of the characteristics of the market and the timescales within which 

these desired objectives should be achieved;  

¶ consider actions  across all technical solutions such that if measures are 

implemented for one solution, measures should also be applied to other technical 

solutions where this is appropriate ; and  

¶ be compared against other policy options through a detailed impact assessment, 

including a cost -benefit analysis.  
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The potentially achievable outcome of each s cenario in regard to complian ce with the 

five guiding principles, should interventions at European level achieve the desired effect  

are predicted to be as follows:  

Technical 
solution  

Data 
provision 
conditions ï 
consent  

Fair and 
undistorted 
competition  

 

Data privacy 
and data 
protection  

 

Tamper -
proof access 
and liability  

 

Data 
economy  

Scenario 0       

Scenario 1       

Scenario 2       

Scenario 3       

Assessment of compliance with WG6 guiding principles  Rating  

Compatible with guiding principles   

Minor issues with compatibility or issues that could be addressed with low cost/impact   

Issues with compatibility or issues that could be addressed with medium cost/impact   

Significant issues with compatibility or could be addressed with high cost/impact   

Incompatible with guiding principles in current form   
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1 Introduction  

1.1  Background  

Automotive technology is advancing rapidly with vehicles collecting greater quantities of 

data in order to operate and monitor systems and provide benefits to drivers, 

passengers and other road users; for example in route planning, system diagnostics etc. 

As well as providing benefits to the driver, this data is valuable to an increasing market 

that can use this data to target and offer related services to the customer.  

The variety and demand of in -vehicle technical data is expected to increase with the 

fu rther development of automotive technology and the method of accessing the data will 

transform from tradi tional wired access via the OBD - II connector towards remote, over -

the -air access. Clearly, with the introduction and development of new ways to access 

data via a new interface, there will also be potential opportunities to not only collect but 

also use and post -process the data for other purposes.  

For nearly a decade, there have been calls for the way in which in -vehicle data is made 

available to be defi ned. For example the ITS action plan (2008) included Action 4.1 

aimed at ñthe adoption of an open in-vehicle platform architecture for the provision of 

ITS services and applications, including standard interfacesò. Since this time, this 

objective has been reiterated in Priority Area IV of Directive 2010/40/EU, requesting the 

definition of the necessary measures to integrate different ITS applications on an open 

in -vehicle platform.  

This has also been recognised in 2015 by the eCall type -approval Regulation (Regulation 

(EU) 2015/758) which includes provisions and empowerments regarding an 

interoperable, standardised, secure and open -access platform:  

Recital (16):  "In order to ensure open choice for customers and fair competition, 

as well as encourage innovat ion and boost the competitiveness of the Union's 

information technology industry on the global market, the eCall in -vehicle 

systems should be based on an interoperable, standardised, secure and open -

access platform for possible future in -vehicle applicatio ns or services. As this 

requires technical and legal back -up, the Commission should assess without 

delay, on the basis of consultations with all stakeholders involved, including 

vehicle manufacturers and independent operators, all options for promoting and  

ensuring such an open -access platform and, if appropriate, put forward a 

legislative initiative to that effect."  

Article 12(2): "Following a broad consultation with all relevant stakeholders and a 

study assessing the costs and benefits, the Commission sh all assess the need of 

requirements for an interoperable, standardised, secure and open -access 

platform. If appropriate, and no later than 9 June 2017, the Commission shall 

adopt a legislative initiative based on those requirements."  

Additionally, the Com missionôs Digital Single Market Strategy for Europe8 from 2015 

provided a wider strategic framework for the digital economy including the connected 

car, and focussed on: providing better access for consumers and businesses to online 

goods and services across Europe; creating the right conditions and a level  playing field 

for digital networks and innovative services to flourish; and maximising the growth 

                                           

 

8 http://eur - lex.europa.eu/legal -content/EN/TXT/?uri=CELEX%3A52015DC0192   

http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A52015DC0192
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potential of the digital economy to boost industrial competiveness in particular through 

interoperability and standardisation.  

The Platform for the Deploymen t of Cooperative Intelligent Transport Systems in the 

European Union (C - ITS Platform) was created by the European Commission services (DG 

MOVE) with a clear goal to support the development and emergence of a common vision 

across all actors involved in the value chain. The C - ITS Platform gathers information 

from public and private stakeholders, and  represents all of the key stakeholders along 

the value chain including public authorities, vehicle manufacturers, suppliers, service 

providers, telecomm companie s etc., contributing towards a shared vision on the 

interoperable deployment of Cooperative Intelligent Transport Systems in the European 

Union. C - ITS Working Group 6 (WG6), given the specific task of addressing technical 

issues, successfully developed and  agreed upon five guiding principles for access to in -

vehicle data and resources in an attempt to harmonise the development of an 

interoperable, standardised, secure and open -access platform.  

WG6 proposed three technical solutions for the access to in -vehi cle data and resources. 

These comprised the following technical architectures:  

¶ Data Server Platform  

¶ In -vehicle Interface  

¶ On-board Application Platform  

Key features of the Data Server Platform  concept are that the data from the vehicle is 

sent to a back -end  server where it can be made available. Therefore, both the data itself 

and the application using the data are outside the vehicle. Access to data using an In -

vehicle interface  is enabled via an upgraded interface inside the vehicle; any application 

using data would run outside the vehicle system. Finally, the On-board Application 

Platform  would allow access to data and the execution of applications inside the vehicle 

environment. WG6 also described three derivatives of the Data Server Platform : the 

Extende d Vehicle , which proposed direct access to an ISO -standardised interface from 

the car manufacturersô servers, the Shared Server , which proposed access from a server 

controlled by a consortium of stakeholders rather than the car manufacturer, and the 

B2B Ma rketplace , which proposed an additional layer between the vehicle and the 

service providers, which would be fed by vehicle manufacturers' back end servers, for 

access by the market.  

Furthermore, the WG6 report 9 presented:  

¶ two methods of defining the data made available irrespective of the technical 

architecture, with this either being determined by the development of use -cases 

describing the purpose of the application and the specific data needs, or access 

depending on applications, which  would be based on data described in the terms 

and conditions of each application; and  

¶ ACEAôs proposed categorisation of use-cases which described access to data for 

applications (other than those regulated or C -ITS óday oneô applications10) using a 

negotia tion model that allowed access to data on the basis of terms and 

conditions agreed between the car manufacturer and the third party.  

                                           

 

9http://ec.europa.eu/transport/sites/transport/files/facts - fundings/tenders/doc/specifications/2015/s248 -

450626 -annex6 -report.pdf   

10  A list of 'Day 1 services' agreed by the C -ITS Platform that, because of their expected societal benefits and 

the maturity of technology, are expected to and should be available in the short term  
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Further detail on the technical solutions can be found in Section 3.1 . 

1.2  Objectives  

The aim of the study is to carry out legal, technical, cost -benefit, and subsequent 

scenario analyses based on proposals developed by WG6 on the access to in -vehicle data 

and resources to address the follo wing:  

¶ identify and quantify legal issues relating to the two methods of accessing in -

vehicle data ( use -cases or application -dependent access), the negotiation model 

proposed by some stakeholders, and the three technical solutions and their 

different techni cal implementations put forward by stakeholders;  

¶ assess the technical aspects of each solution (based on a review of literature and 

standards, through consultation with stakeholders and engineering expertise) to 

recommend the most suitable specifications a nd technical requirements;  

¶ carry out a cost -benefit analysis (CBA) of direct and indirect economic, social and 

environmental impacts; and  

¶ develop and analyse a set of scenarios, taking into account the market 

development, the current EU, national and inter national legislations and the work 

of the Working Group 6 of the C - ITS platform.  
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2 Task A: Legal Analysis  

2.1  Introduction  

TRL have worked with our legal partners Mills & Reeve  LLP to provide a legal analysis of 

the solutions considered by Working Group 6 for accessing in -vehicle data and their 

different proposed implementations under applicable EU laws. We have summarised the 

key findings of our analysis in the following sectio ns. A more detailed analysis of the 

legal aspect is presented in Appendix A.  

The legal analysis has focussed on the following aspects:  

¶ the three different technical solutions proposed by WG6 and their derivatives;  

¶ the two different methods of accessing dat a; and  

¶ the ónegotiation modelô proposed by ACEA. 

Mills & Reeve  have summarised the key legal issues that apply to accessing in -vehicle.  

Most of the issues addressed apply across all of the solutions and methods of accessing 

data.  

The legal analysis takes into account the Commissionôs objective to ensure that 

customers (vehicle owner/drivers) will have the freedom to choose a service based on 

accessing in -vehicle data to meet their specific needs, which the Commission assumes 

will require an open and undist orted competition for the provision of these services. As 

well as considering the legal issues that could prevent such open and undistorted 

competition, the legal analysis has also sought to identify issues that might hamper the 

development of such service s more generally in accordance with the Commissionôs wider 

objectives as described in the Communication ñBuilding a European Data Economyò COM 

(2017) 9 final 11 .  

2.2  Technical solutions and their derivatives  

Each of the solutions, methods and models considered as part of this legal analysis can 

in principle work within the existing legal framework. There are no insurmountable legal 

issues that would necessarily favour the development of one proposed solution, method 

or model over another. Therefore, legal consid erations alone should not determine which 

option identified by Working Group 6, if any, should be supported by market 

intervention.  

That being said, each option is likely to give rise to a range of legal obstacles that will 

need to be navigated by market participants. The Mills & Reeve  analysis identifies how a 

number of these obstacles might be dealt with in practice and indicates where the 

current legal framework may allow the market to develop in a way that is inconsistent 

with the five guiding principl es and the agreed objectives of Working Group 6.  

The issues identified will not in principle prevent the development of any of the proposed 

technical solutions. However, there is a risk they may undermine the incentive for OEMs 

to allow access to in -vehic le data using particular solutions. Some of the key issues 

identified and their anticipated effects are summarised below.  

¶ Each solution will need to allow any entities making use of personal data to 

comply with their data protection obligations. In the cas e of the on board 

application platform and the in -vehicle interface, the number of entities handling 

                                           

 

11  http://ec.europa.eu/newsroom/dae/document.cfm?doc_id=41205  
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the data and their relationship to the data subjects will be broadly similar. 

However, in the case of the data server platform (particularly in its shared server 

and B2B implementations), the relationship between a data subject and the 

entities processing his or her personal data may be more remote and less clearly 

defined. This means informing and obtaining the consent of (if necessary) the 

data subject may  be more challenging. However, it should be noted that there are 

potential solutions to this aspect, so these challenges should not prevent a 

modified version of this model from being able to meet the requirements in 

relation to consent.  

 

¶ The complexity of  the concept of data ownership (as discussed in ñLegal study on 

Ownership and Access to Data (SMART 2016/0085)ò) is likely to mean that the 

entity controlling the source of the data (most likely the vehicle manufacturers) 

will seek to control access to the  data and obtain a return on its investment 

through a chain of contracts leading to the ultimate service provider. This 

approach may be problematic from the perspective of the vehicle manufacturers 

in the case of the in -vehicle interface. The introduction of an interoperable 

standardised interface is likely to mean there will be no contract between the 

vehicle manufacturer and the provider of the interfaced device. The vehicle 

manufacturer will therefore have no means to exploit its effective control of the  

data to reward the investment required to make the data available in this way. 

This is not necessarily fatal to the development of a market around the in -vehicle 

interface, but it may remove the incentive for vehicle manufacturers to develop 

the necessary  technical solution without external/regulatory influence.  

 

¶ It is a consistent theme that existing competition law should in principle be 

sufficient to ensure the development of a fair and undistorted market. However, 

although market participants are like ly to be aware of these broad principles of 

competition law, their application in practice is often complex and highly fact 

sensitive. This means that to the extent each technical solution potentially 

concentrates market power with particular entities, the re will be an associated 

risk of anti - competitive behaviour. This is despite the fact that such behaviour 

would be unlawful. Close co -operation within the European Network of 

Competition Authorities may be necessary in order to ensure the consistent 

applic ation of the competition rules to issues of this type as and when they arise .  

 

¶ The implementation of any of the three technical solutions will have significant 

liability implications. The majority of these will apply equally to each of the three 

solutions . Allowing access to in -vehicle data, particularly write access, will 

introduce a range of additional risks that will need to be managed. To the extent 

these can be controlled by the party exposed to the associated liability, this is 

unlikely to deter the development of a technical solution. However, where there is 

a risk of strict liability falling on the vehicle manufacturers, they may be unwilling 

to allow access (in particular write access) to third parties. This may be less of a 

problem for the on -boar d application platform to the extent the OEM is able to 

control third party access. For the other two solutions, there is a risk that, from 

the vehicle manufacturerôs perspective, the risks of allowing access will outweigh 

the benefits.  

2.3  Two methods of acc essing data  

On the assumption that óuse-casesô can be clearly defined and differentiat ed, and on the 

assumption that terms and conditions  can be clear and adequately accepted by each 

user of the vehicle, there are no significant differences from a legal pe rspective between 

providing access to data depending on use -cases and providing access to data depending 

on the terms and conditions in the applications.  

However, there are significant practical differences between these two methods which 

mean a purely the oretical legal analysis is of limited benefit. The two assumptions made 
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in the first paragraph demonstrate some of these practical differences. Will it be possible 

to clearly define and differentiate between the use -cases? Even if all use -cases can be 

defined at the outset, what about new use -cases that evolve as the technology evolves? 

Will there be a constant need to define and regulate for additional use -cases? In relation 

to the acceptance of terms and conditions, will there be sufficient l egal certainty given by 

a single acceptance of terms and conditions? Will acceptance need to be given every 

time the vehicle is used? Every time a new passenger gets into the vehicle? Will this 

acceptance need to be per application or could a more global f orm of acceptance be 

given depending on the application or group of applications in question?   

Although such questions will need to be answered, we do not see any legal impediment 

to the adoption of either of these two different methods of accessing data.  Each method 

will require different legal or contractual structures to be put in place, and such 

structures will impact differently on different stakeholders, but in our view there is no 

legal reason to favour one method over the other.  

2.4  The negotiation mod el 

The primary legal challenge of the negotiation model is its interaction with competition 

law. As noted above in relation to the three technical solutions, the foundations of 

European competition law align with Working Group 6ôs guiding principles. So the 

currently existing law should generally be sufficient to ensure fair and undistorted 

competition in any implementation of the negotiation model.  

The main risk with the negotiation model is that it will have a tendency to concentrate 

market power in the hands of any party that controls access to the data. This is not 

necessarily incompatible with the development of a fair and undistorted market provided 

those parties ensure they act in accordance with competition law. However, the 

complexity of the applic ation of competition law to a new market is likely to mean it will 

take some time before the finer details of exactly what activity actually has an anti -

competitive effect are established. During this period, there would be an increased risk 

of anti - compet itive practices developing. Close co -operation within the European 

Network of Competition Authorities may be necessary in order to ensure the consistent 

application of the competition rules to issues of this type as and when they arise .  

For a more detaile d analysis of these aspects, please refer to Appendix A  for the detailed 

report supplied by Mills & Reeve  on the following tasks:  

¶ Task A1: Review two methods of accessing data and identify stake holder 

impacts  

¶ Task A2: Analysis of the negotiation model proposed by WG6 and assessment of 

compliance with existing legislation  

¶ Task A3: Analysis of three specific technical solutions proposed by WG6 and their 

implementat ion to access in -vehicle data  
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3 Task B: Technical Analysis  

3.1  Review WG6 proposal  

3.1.1  Background  

Due to the accelerated growth of technology within the automotive industry, there has 

been an increasing demand by various stakeholder groups, such as insurance, road 

authorities, repair and maintenance, and others, for access to in -vehicle data and 

resour ces. This access could enable fair and undistorted competition and provide third 

parties the opportunity to offer at least a similar range of services as the vehicle 

manufacturers. In the following sub -sections we will describe in more detail the methods 

of accessing in -vehicle data and the technical solutions and highlight some key issues 

raised during the WG6 discussions. Note that TRLôs main technical analysis is provided in 

Section 3.4.  

The C - ITS platform, a forum consisting of public authorities and ex ternal stakeholders 

was initiated with the aim to ensure interoperable deployment of co -operative systems in 

Europe. WG6 agreed five guiding principles for access to in -vehicle data:  

¶ Data provision conditions: Consent  

o The data subject (owner of the vehic le and/or through the use o f the 

vehicle or nomadic devices) decides if data can be provided and to whom, 

including the concrete purpose for the use of the data (and hence for the 

identified service). There is always an opt -out option for end customers 

and  data subjects. This is without prejudice to requirements of regulatory 

applications.  

¶  Fair and undistorted competition  

o Subject to prior consent of the data subject, all service providers should 

be in an equal, fair, reasonable and non -discriminatory pos ition to offer 

services to the data subject.  

¶ Data privacy and data protection  

o There is a need for the data subject to have its vehicle and movement 

data protected for privacy reasons, and in the case of companies, for 

competition and/or security reasons.   

¶ Tamper -proof access and liability  

o Services making use of in -vehicle data and resources should not endanger 

the safe and secure functioning of the vehicles. In addition, the access to 

vehicle data and resources shall not impact the liability of vehicle 

m anufacturers regarding the use of the vehicle.  

¶ Data economy  

o With the caveat that data protection provisions or specific technologic 

prescriptions are respected, standardised access favours interoperability 

between different applications, notably regulatory key applications, and 

facilitates the common use of same vehicle data and resources . 

Working Group 6 identified three different technical solutions for access to in -vehicle 

data and resources and also started to define a reference dataset, which  would satisfy 

the expected data needs foreseen by interested stakeholders. Hence, four tasks forces 

(TF) were set up to provide input material for the Working Group discussions by 

developing the following items, respectively:  

¶ On-board application platfor m (TF1)  
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¶ In -vehicle interface (TF2)  

¶ Data server platform (TF3)  

¶ Definition of a reference dataset (TF4) .  

 

C- ITS WG6 identified two possible methods  of accessing in -vehicle data and three 

possible technical  solutions for implementation . The suggested methods are:  

1)  Access depending on pre -defined use -cases 

2)  Application -dependent list of data (based on terms and conditions of each 

application)  

Any of these methods can be combined with any of the suggested technical solutions:  

1)  On-board application platform  

2)  In -vehi cle interface  

3)  Data server platform . 

3.1.2  Access to data based on use -cases  

A car generates different macro -categories of data and this could enable a wide range of 

use -cases. Access to data based on use -case is a specific set of data made available for 

a certa in need; for example, repair and maintenance or usage -based insurance.  

On the one hand, access based on use -cases would enable third party services to get 

access to relevant data sets to develop their own applications, but each use -case has a 

standardisat ion timeline before it is made available which could, depending on the length 

of the timeline, be a significant barrier to innovation . 

It is not clear which party holds the authority to define  use -cases and, in the case that 

this is the vehicle manufacture r, under which circumstances they could prevent a use -

case  being added or amended. This raises two areas of risk :  that the manufacturer 

could, under some circumstances, impede innovation or that the manufacturer could 

possibly obtain knowledge regarding ne w competitor services.  

Another aspect is to understand the difference between defining a use -case and a 

software/algorithm that runs on the Electronic Control Unit ECU ( ECU)  to generate data 

to fulfil the use -case. The former is accepted as an obligation t o vehicle manufacturers to 

grant equal and fair access to in -vehicle data, functionalities and resources but the latter 

is propriety to the vehicle manufacturer.  

ACEA summarised their position on data made available by use -cases and classified 

them into t hree categories:  

¶ Day one applications  

o Traffic management  

o Accident/incident notification / emergency call  

o Electric vehicle integration needs for transportation and smart grid  

¶ Automotive aftermarket  

o Repair and maintenance information  

o Diagnostics data and information  

o Remote diagnostics (fault codes)  

o Predictive service, maintenance, breakdown or vehicle use data and 

information  

o Roadside breakdown and recovery data and information  

o Proactive breakdown service  

o Accident/incident notification / emergency cal l (?)  

o Tyre pressure monitoring (?)  
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¶ Non - automotive aftermarket OR the negotiation model  

o Usage based insurance data and information  

o Theft notification / recovery  

o Driver coaching  

o Risk assessment of driversó behaviour 

o Real - time location -based services  

o Real dr iving consumption  

o Vehicle operational information for fleet vehicle operators  

o Traffic management ( ?)  

o Accident/incident notification / emergency call (?)  

 

Currently, certain parts of this cat egory (e.g. C- ITS day one applications, eCall, RMI, 

remote diagnostic support, fleet management systems for heavy duty  vehicles) are in 

the process of being harmonised. T herefore , vehicle manufacturers suggested using  the 

data, process and transmission channels defined for  each of these use -cases. For the 

remainin g categories and new use -cases, they argued the fact that the óconcept of 

extended vehicle is being standardised at ISOô which would enable third party to request 

and receive vehicle data for specific use -cases regardless of their implementation in a 

human and machine readable format.  The repair and maintenance industry held the view 

that limiting access to use -cases would take too long to agree the data provided and 

would stifle innovation and because they would be out of date by the time they were 

agreed. They also flagged concerns reg arding the manufacturers being in control of the 

data provided, rather than data being provided to the market for the development of 

services.  

The analysis so far shows that the concept of a use -case has advantages in clearly 

defining the how the data will  be used which is important for complying with data 

protection requirement since it provides a clear and defined purpose for the data. 

However, the time that it may take to authorise and make data from a use -case 

accessible is a concern as well as the lack  of clear responsibilities for the acceptance and 

approval of use -cases as well as changes to existing ones.  

3.1.3  Access to data based on terms and conditions of each application  

Unlike the use -cases, the independent operators and service providers reasoned th at a 

release of data purely based on use -cases would severely restrict services and 

innovation, and therefore suggested access to data based on terms and conditions of 

each application. In this arrangement,  users/data subject who use the application would 

give consent to applications, which would be based on a list of data described in the 

terms conditions of each application. This way, the restrictions of a pre -defined list of 

data (as for use -cases) can be removed and data can be combined to create new 

applications which the aftermarket argued would foster innovation in services exploiting 

in -vehicle data.  

In this situation, the data subject can provide consent for using specific data fields via 

the terms and conditions of the application but the way in w hich the consent is given 

means that the purpose of the data use is less prominent. Our legal analysis, although 

finding both approaches possible, found this approach to be marginally  weaker in this 

respect, although it should be noted that smartphones and  tablet applications use this 

method of consent.  

3.1.4  A harmonised minimum dataset  

Both the two possible methods of accessing in -vehicle data  described in the preceding 

sections are compatible with a minimum dataset approach. For the óuse-casesô approach 

the mi nimum dataset could be defined by the cumulative data defined as new use -cases 

are agreed, or as a specific dataset. For access based on terms and conditions of the 

application, some views were that this would be less compatible with  EU data protection 
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leg islation , which requires that the purpose for which data will be used is specified to the 

vehicle user . However, as discussed in the Data Protection section of the legal report at 

Annex A, it is only the actual use of personal data by service providers tha t would 

require the consent and notification of the data subject. Provided an appropriate 

mechanism is put in place to allow the service provider to notify the data subject and 

obtain any necessary consent before it begins processing their personal data, m aking a 

full dataset available to third party service providers would not in itself breach EU data 

protection legislation.   

3.1.5  Technical Solutions  

3.1.5.1  The on -board application platform  

An on -board application platform allows unified deployment of applications o n the HMI of 

the vehicle whilst also allowing hosting of applications on the HMI using the vehicle 

internal resource. This platform creates a unique opportunity for all stakeholders to 

access data from the vehicle on fair and equitable basis to create a wi de range of 

applications.  

The advancement in automotive technology already makes it possible for intelligent 

vehicles to offer an on -board telematics platform that not only controls certain functional 

features such as remote features, but also provides a p latform for applications to protect 

and assist drivers (e.g. electronic road tolling (etoll), emergency call (eCall), breakdown 

call) and a wide range of other infotainment applications (e.g. traffic information service 

etc).  

Secondly, the existence of ap plication platforms such as Apple CarPlay and Google 

Android Auto makes it possible for drivers to connect their smartphones to a compatible 

vehicle HMI and access mobile applications on the HMI. The concept of Apple CarPlay 

and Google Android Auto is a me chanism to primarily extend the smartphone screen to 

the vehicle HMI. It is not a platform which runs on the in -vehicle embedded systems and 

neither is an integrated part of the vehicle. It is a merely an extension of the 

smartphone screen to the vehicle H MI with the facility to integrate with some of the 

infotainment system functionality (i.e. controlling volume from the steering wheel 

controls). These Apple and Google platforms are not performing any óhard writing ô on the 

main Controller Area Network ( CAN)  of the vehicle.  

The functional requirements of an on -board application platform would require the 

presence of a host management controller that controls the core and service runtime 

environments while on the other hand separates local and remote access c ontrol. The 

non - functional requirements such as safety, security are equally important to protect the 

platfor m from the intrusion of malware , spywa re  or other external threats. The host can 

send updated applications to the application platform to improve t he functional 

performance, while on the other hand provide upgraded security patches/policies so that 

the platform is secure and safe.  

The applications which will be hosted on the on -board application platform will need to 

be tested, verified and certified  in way that illegal modification of the applications are not 

permitted once they are installed on the platform. The local access control monitors all 

application messages and applies access control on them, thus making sure that the 

correct resource is al located to talk with the desired application. The remote access 

control is responsible for authentication and authorisation of incoming messages. Each 

message should be time  stamped and signed to enable authenticity of that message. On 

the whole, local and  remote access control maintains the integrity of the applications and 

data by blocking incoming data from unauthorized parties.  

Taking functional, non - functional (security), development, testing and validation of such 

a platform into consideration, ACEA  and CLEPA proposed a four step sequential approach 

towards the evolution of an embedded in -vehicle application platform as shown in Figure 

1. 
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Figure 1  : Roadmap proposed by car manufacture r s for in - vehicle on - board application platform (CCU: Connectivity Control Unit; AP: 

Application Platform)
12 
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Step  1 ï OBD CCU: A server based solution for access/sharing of data and OBD 

connected communication units  

Communication of data from within the vehicle is a key element for many vehicle 

applications. The rapid development of technology now makes it possible for in -vehicle 

data to be transferred efficiently wirelessly to a cloud based server/system. The data in 

question, generated by the vehicle, is known as óoperating dataô. It excludes data 

imported by vehicle users (such as mobile phone contact lists and se lected destinations 

for navigation) and data received from external sources (like information transmitted by 

roadside units, other vehicles or vulnerable road users).  

Based on the review of the WG6 report a short - term approach to collect data already 

exist s in the market in the form of ñOBD donglesò (a small device plugged into the OBD 

socket). These dongles connect the OBD interface wirelessly with a smartphone and 

other consumer devices. This scenario has an immense threat and risk to the vehicle 

OBD inte rface from the wireless connection between the smartphone and OBD dongle, as 

the wireless connection between the phone and the dongle is not secure. Some OBD 

dongles donôt even have an internal firewall which may further impose additional security 

risks to  the on board systems. Unwarranted and untimely access and hacks on 

smartphones that connect to the OBD dongles could also jeopardise the in vehicle 

systems.  

The other approach to access data from inside the vehicle and be made available to third 

party pa rticipants is by connecting the existing on -board diagnostics (OBD) to a Central 

Connectivity Unit (CCU) as shown in Figure 2. This concept is very muc h similar to an 

extended vehicle proposed by vehicle manufacturers which provides a much secure way 

for access to data. A more detailed analysis will be provided in the technical analysis 

task B 4. 

As technology is evolving, the number of ECUs in a vehicle is rapidly increasing. These 

ECUs comprise both critical drive train components as well as less critical components 

such as windshield wipers, door locks and entertainment functions. The year 2015 -16 

saw the hacks and attacks to a vehicle CAN network  on a  Jeep and a Chrysler where the 

OBD-II port were the first place for intrusion into vehicleôs CAN network . A specific set 

of messages and signals were injected on a vehicleôs CAN bus (via OBD-II) to control key 

components (e.g. lights, locks, brakes, and e ngine etc.) as well as injecting code into 

key ECUs to create a bridge across multiple CAN buses. Hackers, instead of merely 

compromising one ECUs on a target carôs CAN network and using it to spoof messages to 

the carôs steering or brakes, also attack the ECU that sends legitimate commands to 

those components. This poses risks to the vehicle security, safety, and integrity of 

systems.  
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Figure 2  : Access of data through OBD connected communication units (O BD CCU) 13  
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Due to these  threats and the fact that the OBD - II port  has been used to gain entry to a 

vehicleôs CAN network, the present OBD - II interface requires improvements  in security . 

Vehicle manufacturers propose an alternate ar rangement where vehicle data is made 

available in a secure manner using a cloud/server based system. The vehicle 

manufacturers would transmit relevant data from the current OBD - II port to a server -

based solution using a communication control unit (CCU). Th e communication to the 

server happens over a secure and encrypted communications network. The CCU is 

guarded by an internal firewall and has additional security layers at each exit port to the 

market participant. Data from the server can then be accessed b y different market 

participants.  

The legal position on liability in this situation is discussed in the Legal Report at Annex A 

(in the main Liability section of the as well as the Liability subsection of the On -Board 

Application Platform section). The lega l position on whether the vehicle manufacturer, 

any third party service provider, or the user is in a position to control what happens to 

the data is discussed in the Data Ownership, Contract and Data Protection sections of 

the Legal Report at Annex A.   

 

Step 2 -  OBD+ CCU: An upgraded OBD interface including gatekeeper and 

central gateway to in - vehicle network ï 5 years after gatekeeper and central 

gateway standard availability  

As shown in  Figure 3 the next step proposed by ACEA  and CLEPA  towards an in -vehicle 

application platform with managed access requires an advanced interface standard 

(OBD+). A vehicle has many built - in mutually linked electronic co ntrol units (ECUs) that 

exchange signals, forming a number of communication networks. Several of these ECUs 

are linked to each other using different protocols such as CAN/FlexRay/LIN/MOST etc. 

The Central Gateway is a dedicated module that connects these E CU networks and their 

intermediates, acting as a communication station to coordinate signals being exchanged. 

Since, the in -vehicle networks handle a variety of communication protocols and data 

formats, converting them into an understandable format for the  other network without 

causing any delay is the main function of the central gateway module. The Central 

Gateway unifies various local gateways/DCUs (Domain Controller Units), helps in 

synchronising the global and relative time and connects the individual function networks 

to a single module.  

Domain controller units (DCU) are ECUs that integrate several functions/ECUs into one. 

It not only helps in reducing significant costs of the E/E architecture, but also increases 

the flexibility and scalability of the E/E architecture. It increases the possibility of adding 

functions on the electrical architecture of the vehicle. Domain Control Units provide the 

main software functionality for a vehicle domain, while delegating the very basic 

functions of actuator contr ol to connected intelligent actuators/sensors.  

The central gateway of the vehicle connects to the gatekeeper of the vehicle. The 

gatekeeper ensures relevant security mechanisms are in place to protect the in vehicle 

networks. These gatekeepers can be in th e form a hardware security module which 

protects the in -vehicle networks from unauthorised access. Clearly, the timeline to 

implement these security strategies and put them in place requires additional 

developmental and testing time.  

The OBD+ (with the ce ntral gateway and the gatekeeper) is connected to a CCU which 

features different security levels to manage access. The two important units for 

establishing communication and hosting applications are the CCU and the application 

unit (AU). The components imp lemented on the CCU essentially handle all 

communication from the physical up to the network layer. Applications that require low 

latency will also run on the CCU. In addition the CCU also provides the application unit 

with internal vehicle data sent via t he CAN (Controller Area Network) bus. Besides the 

data coming from the external communication the application unit is responsible for 

hosting the majority of the C - ITS applications.  
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Figure 3  : Upgraded OBD interface including gatekeeper and central gateway to in - vehicle network (OBD+ CCU) 14  
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Step 3 ï OBD+ CCU OP: An OBD+ connected CCU featuring an open application 

layer  

The next step introduces an on -board operating system featuring an API (application 

programming interface) in the CCU to the already developed application layer as shown 

in Figure 4. Security is managed within the vehicle by an automotive firewall and also at 

the CCU level.  
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Figure 4  : OBD+ connected CCU featuring an open application layer (OBD+ CCU OP) 15  
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A suitable SDK (software development kit) will provide means and tools for third parties 

to produce applications as well as data access according to the granted security level. 

Third -party applications should be certified by veh icle manufacturers to verify that there 

is no safety or security risk to the overall vehicle functionality. A framework for selecting 

applications and a mechanism to upload third -party applications will be necessary to 

enable the user to choose from a wide  range of third -party applications with respect of 

privacy and security and the supervision of manufacturer. The need for vehicle 

manufacturers to be able to demonstrate that enabling the use of third -party 

applications within the vehicle system (and the a ssociated risk of doing so) does not 

itself mean the vehicle system constitutes a defective product is discussed in the Liability 

section of the Legal Report presented in Appendix A . 

 

Step 4 -  In - vehicle AP: An embedded on - board Application Platform  

The last and final step according to the timeline proposed by ACEA  and CLEPA  is a 

combination of the preceding three steps. This leads to a  platform that is  secure, can 

host various applications, has an internal operating system to support the applications 

and can give real time access to data. The steps involved to achieve the on -board 

application platform represent a sequential approach where OBD+ and the concept of 

dat a server exist in parallel , at least  until the platform is uniformly deployed  and 

potentially beyond .  

According to the car manufacturer s there is a sequential timeline for the development of 

a security layer, firewall, application controller, application unit, operating system, 

testing and validation before the ser vices offered can be realised. In contrast, 

independent operators, although identifying the same technical steps necessary, propose 

a parallel approach to reduce the timeframe for the deployment of such a platform.  
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Figure 5  : An embedded on - board application platform (in - vehicle AP)
16 
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Potential issues with the on - board application platform   

Safety and security are the main issues for the on -board application platform. These 

aspects must be assured before this technical solution can be implemented. The legal 

concerns relevant to the risks associated with selling vehicles that have the potentia l to 

be dangerously overloaded by the number of installed apps are discussed in the Liability 

section of the Legal Report presented in Appendix A . The technical steps, feasibility and 

timelines required to achieve this will be addressed in the final report.  

Car manufacturers cited concerns writing to ECUs ï especially those with safety critical 

consequences, and the risk of causing buffer overflows that could affect the safe 

operation of the vehicle systems. Installation of multiple applications on this platform 

might degrade the overall functionality of the vehicle, with the safety critical systems 

being of particular concern. For example, a large v olume of individual apps installed 

within normal usage might affect the performance of an individual safety critical 

function. These are examples of outcomes that would need to be fully addressed by 

improvements to the security layer to prevent writing to safety critical ECUs and 

responses to repeated messages that might create buffer overflows.  

Manufacturers also expressed concerns about third parties changing software within the 

vehicle and cited the product liability risks of any consequences of the chan ged software. 

Legal input indicated that alterations to the software could be the responsibility of the 

third party unless the manufacturer was negligent in allowing unsafe changes. Therefore, 

applications would need to be developed and tested on an SDK an d certified by the 

manufacturer before being installed on the vehicle.  The key legal considerations 

regarding product liability are discussed in the Liability section of the Legal Report at 

Annex A.  

Overall, this concept would require suitable and adequate  security standards 

implemented for service providers to start development and deployment of applications 

on this platform.  

3.1.5.2  In -vehicle interface  

This solution already exists in the market: the OBD - II interface. As described above, in 

step 1 of the on -board application platform, this interface allows connection to devices 

outside the vehicle such as OBD dongles, central connectivity unit, etc. The OBD - II 

interface allows access to a standardised set of data such as emissions, fault codes etc 

as per c urrent regulations. Independent and authorised repairers and workshops use the 

current interface to query a fault code or DTC, flash or upgrade existing software in a 

dedicated ECU on the vehicle using a n OBD connector.  

The OBD - II interface provides a met hod for easy access to in -vehicle data. The data 

observed is real time and of high quality. What the current OBD - II interfaces lack is 

sufficient protection/security measures to prevent any threats from the outside world to 

in -vehicle networks.   

Current i n-vehicle electrical architecture consists of Electronic Control Units (ECUs, 

sensors, radars etc. and the vehicle network bus e.g. CAN, Flex Ray, LIN etc.). Current 

in -vehicle networks provide real - time data, but on a much lower bandwidth compared to 

non - real - time data (such as infotainment systems). Future vehicles will use more real 

time information for applications on -board the vehicle from a variety of ECUs and 

sensors. The real time information can be in the form of CAMs DENMs or real time traffic 

inf ormation, breakdown alert and all the other Day 1 applications. Therefore, to develop 

this technical solution, the OBD - II port must not only fulfil the real - time access 

condition, but at the same time be able to deliver data on a much higher -bandwidth. 

Thi s would require upgrading the current OBD - II to an advanced OBD+ which could 

house a much faster data bus in order to process data with high computational power.  

The current state of technology allows for a standardised SAE J1962/ISO 15031 

connector (the c urrent OBD) as the repair and maintenance industry use legacy tools to 
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connect to the existing OBD connector. The current OBD interface is also used by some 

service providers for offering remote diagnostics support and fleet management services.   

Therefor e, developing a completely new connector would be challenging. A plan to 

introduce a new connector at ISO level which supported DoIP received very little 

attention especially from CARB (California Air Resources Board) and was therefore 

cancelled. The only connector which prevailed was the current state of art SAE 1962 

connector or the current OBD - II. To counter certain limitations of the existing OBD - II 

interface such as low speed data, the increasing interconnections of vehicle ECUs, 

increasing time to fla sh programming, some OEMs have already started using the 

existing OBD - II connector for Ethernet for DoIP with some restrictions. DoIP is the 

packaging of diagnostic messages in Ethernet frames for communication of a vehicle and 

a diagnostic tester. DoIP is  a standardized diagnostic transport protocol i.e. ISO 13400.  

WG6 members agreed on a physical interface as shown in  Figure 6 as a possible 

solution. The proposed future layout  will need only two pins on todayôs OBD connector to 

provide the mirrored data stream to a connected external CCU.    

 

 
 

Figure 6 :  Example of pin - out for Ethernet recommended for 100BaseTx on the 
ISO15031 - 3/SAE J1962 diagnostic connector; taken from ISO 13400 - 3 17  

 

The CCU allows transfer of data from the OBD+ to a dedicated server.  A concept of a 

centralized, firewall protected Gateway was proposed, where a subset of vehicle data will 

be made available on a standardized data link connector. Different security layers/levels 

shall manage access to the in vehicle network.   Therefore a two -step approach was 

proposed:  

1) A cloud -  or server -based solution for access/sharing of data and OBD connected 

communication units (OBD CCU) ï where a constant vehicle data stream will be provided 

on an in -vehicle interface plug. As a first step, an ex ternal Connectivity Control Unit or 
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the CCU, can connect using a connector. The CCU can collect and transmit data to 

external rec eivers (RSU, backend -server ) by different ways of communication (4G, 5G, 

WiFi etc.) for further processing.  

2) A second step w as to provide an upgraded OBD interface (OBD+) including 

gatekeeper and central gateway to in -vehicle network (OBD+ CCU OP) featuring an open 

application platform, in such a way that data collected is processed inside the CCU and 

provided to applications h osted by the CCU, as shown in Figure 7.  

 

 
 

Figure 7 :  OBD+ connected CCU featuring an open application layer (OBD+ CCU OP)
18

 

The CCU provides various levels of security and access to data, e.g. read, write, etc. In 

order for the communication and access to be secured, the following security guidelines 

have been approved by WG6 as a technical contribution and a list of relevant i tems have 

been compiled , including the three mentioned below. The full list can be found in the 

WG6 -  A2D -  ANNEX 7 -  In -vehicle interface_Security_Requirements_CCU.  

¶ Secure Communication between CCU and the Backend  

¶ Ensure Authenticity and Integrity of Tra nsmitted Data  

¶ Ensure Confidentiality of Data  
 

Potential issues with in - vehicle interface  

The in -vehicle architecture consists of electronic control units (ECUs) connected by 

Controller Area Network (CAN), Local Interconnect Network (LIN) and Flex Ray buses. 
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Significant operational and security related issues have been flagged by stakeholders 

that could limit the computational power of the on -board ECUs. Traditional ECUs have 

limited computational power; primarily because of lower data requirements, but also 

because of the small number of ECUs connected on the vehicle CAN bus.   

With the growing  technology and the need for real - time applications some stakeholders 

warned  that traditional ECUs were not capable of real - time operations and could not be 

used for this purpose. Additional infotainment functionalities also consume the data 

bandwidth limi tations of traditional ECUs. Therefore, not only ECUs with high 

computational power, but also a high band width data bus will be required to solve 

issues surrounding collection and processing of real time data. At the same time, to be 

competitive and innov ative, an upgraded physical interface should also be made 

available. This drives a change for a new in -vehicle interface that is capable of not only 

handling large amounts of real time data, but also provides a safe and secure access to 

in -vehicle data.  

The in -vehicle network would need to be secured from unauthorized, untimely access by 

applications and services external to the IVN. The security strategy had to include 

several elements, including:  

¶ secure and encrypted communication  

¶ a definition of firewall  strategy  

¶ protection of the physical layer  

¶ mandatory penetration tests  

¶ protected back -end solutions that take over the provision of encryption keys and 

fulfill the part of a multiple -access.  

 

Data being put on the interface would need to be in a standardized format for all third -

party applications and services to access. The owner/user of the vehicle should have the 

ability to restrict access to the data. Therefore, a mechanism should also be 

implemented that allows the user to choose which data i s transferred to which party and 

for which purpose . A cloud -  or server -based solution for access/sharing of data and OBD 

connected communication units (OBD CCU) already exists in the market. To have an 

upgraded OBD interface including gatekeeper and centra l gateway to in -vehicle network 

(OBD+ CCU+OP) featuring an open application layer will , in the opinion of car 

manufacturers,  add 5 years after the standard availability. A more detailed analysis on 

timeline has been  provided in task B4 after the bilateral meeting responses and 

stakeholder inputs have been studied.  

3.1.5.3  Data server platform  

The third technical solution is the data server platform. The key difference to the 

previous solutions is that it is external to, rather inside the vehicle. It is an external  data 

server where relevant vehicle data are transferred to and made available to service 

providers.  

The data server is further classified into three derivatives of this technical solution, 

namely:  

1)  Extended vehicle  

2)  Shared server  

3)  B2B market place  

 

Extend ed  vehicle  

An extended vehicle is a vehicle with external software and hardware extensions for 

some of its features. These extensions are developed, implemented and managed by the 

vehicle manufacturer. The concept entails a connected vehicle that communica tes to 

backbone servers via mobile networks. Vehicle data from the server is then made 
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available to stakeholders via standardized interface. A high level overview of the concept 

is presented in  Figure 8.  

 

 

Figure 8  : Overall architecture of the Data Service Platform 19  

 

The extended vehicle is a concept developed by OEMs where data generated by vehicle 

is sent over a secure and encrypted communication channel to a dedicated OEM server. 

Data made available at the OEM backend server using a standardised interface will 

standardise sets of data that can be used by vehicle manufacturers or third -party 

participants for post processing and development of applications for vehicle users. 

Extended vehicle concept is being used by many vehicle manufacturers across Europe.  

The relevant standard to have a standardised set of data available at the backend 

interface is being worked upon at ISO l evel as ISO 20077 -1 and ISO 20078 -1. ISO 

20078 -1 will provide for web service access to the óextended vehicleô as defined in ISO 

standard 20077 -  1.  

ISO 20077 -1 is the Road Vehicles ð Extended vehicle (ExVe) methodology and ISO 

20078 -  Road vehicles --  Ext ended vehicle (ExVe) 'web services. A short literature 

survey on these standards is covered in Task B2.  

The ISO standards will help in defining specific sets of data available to service providers 

in the form of use -cases.  

Shared server  

Conceptually, the shared server is the same technical service platform as the extended 

vehicle but the OEM backbone server is replaced by a shared server operated by neutral 

service providers. The neutral service provider will be commissioned and maintaine d by 

a consortium of interested stakeholders.  

Data from the all vehicle manufacturers will be sent to a shared data server from where 

service providers can access data via a standardised interface as shown in Figure 9. The 

ISO standard 20078 is being developed specifically for this purpose. It provides for web 

service access to the óextended vehicleô as defined in ISO standard 20077- 1.  
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Figure 9  : Data Server Platform: Shared Server 20  

The shared server is neither financed nor operated by an OEM. The OEM plays a role of a 

system administrator for the transfer of data between the vehicle and the shared server. 

Data available at the standardised interfaces should be of the same quality as the data 

of OEM backend.  

 

B2B marketplace  

B2B marketplace technical solution is again similar to the other data server solutions but 

the ómarketplaceô allows an independent third party to service and operate access to the 

vehicle manufacturer server. Dat a from the vehicle manufacturerôs dedicated server (i.e. 

the extended vehicle) will be forwarded to the neutral server from where third parties 

obtain access as shown in Figure 10 . 

The commercial platform provider (or the neutral server provider) could be a big data/IT 

company which provides bulk storage of data, keeps track of incoming and outgoing data 

and ensures data access demand from independent op erators and third parties are met 

within a stipulated timeframe. For example, neutral server providers could be companies 

like Google, IBM etc.  

 

 

Figure 10  :  B2B Marketplace 21  
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It is the neutral server providerôs responsibility to ensure that if there is an additional 

request for data which is not present on the neutral server, that they approach the 

manufacturers to obtain access to the data. A key feature of this technical solution is 

that the identity of the application develope r requesting the new data is not disclosed to 

the vehicle manufacturer.  

A more detailed technical analysis on the logistical implementation aspects of this 

solution, for example: who will select the neutral server provider; the timescale needed 

to set up t he neutral server will be carried out in Task B4.  

 

Potential issues with data server platform  

Stakeholders have raised several issues with the data server platform. These are 

summarised below:  

Lack of access to real - time data   

All data server solutions involve data being passed to a server external to the vehicle. 

This fundamental architectural arrangement means that the data at the backend is not 

real - time because the data is inevitably subject to technical restrictions (e.g. varying 

transmission times) . This prevents services that require true real - time data to operate. 

For the B2B marketplace solution the latency is greater because of the additional data 

transmission between the OEM backbone and the neutral B2B marketplace.  

Contact with the customer  

All derivatives of the data server platform described here mean that third -parties cannot 

access the vehicle HMI. Since this is the main interface with the driver, repair and 

maintenance stakeholders highlighted that this was not fair and equitable.  

Contro l of the data  

In the data server technical solutions, communication to and from the vehicle is routed 

through the OEM backbone, which allows a complete control of the data exchanged. 

Stakeholders expressed concern that the vehicle manufacturer would be abl e to control 

the content and quality of the data available to third parties and thus control 

competitorôs ability to provide competing services. It was argued that this violates one of 

the guiding principles, requiring fair and undistorted competition.  Whe ther this would 

mean competition law has been breached will largely depend on whether it has an 

overall negative impact on consumers (see the Competition section of the Legal Report 

at Annex A for more discussion).  

Manufacturer oversight of access to data  

In the extended vehicle solution, the OEM could have sight of the third party accessing 

the data and which data they were accessing. Since the car manufacturers are 

competing with the third parties accessing the data, this has the potential to distort the 

market. The shared server and B2B marketplace solutions have addressed this issue by 

making anonymous the party accessing the data from the point of view of the 

manufacturers.  

Methods of accessing data  

As mentioned in Section 2.3 , there are two methods of accessing data: on basis of data 

elements defined by pre -defined use -cases or based on data elements selected in the 

application. The implementation and operation of the technical solution used to access 
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in -vehicle data could have implications for third parties accessing data. For example, the 

development of new applications and services may require data (or data at a particular 

quality) that does not exist on the s erver.  

In this case the first option is to approach the neutral server provider (in the case of the 

shared server or B2B marketplace) to ask for additional data. The neutral server 

provider would then arrange access to the data in question with the vehicl e 

manufacturers by amending their existing contract. This process could involve a 

significant lead time to negotiate the request with manufacturers and in this time, 

service providers may have already lost significant time to market. Furthermore, the 

negot iation could result in the outcome that the data is provided or manufacturers 

rejecting the data need. Alternatively, third parties could hold a contract directly with the 

manufacturers. On the one hand this process could reduce the negotiating time, but o n 

the other exposes the business idea of the service providers to the vehicle 

manufacturers who may also be competitors in this area. In both of these instances, 

there is a risk that the market could be distorted or third parties discriminated against 

with  respect to access to data.  

 

3.2  Literature Survey  

3.2.1  Literature survey method  

The literature survey process is made up of three  main elements :  a desktop -based 

internet search ;  an in -depth search, by the TRL library team, of a selection of major 

databases ;  and o btaining relevant documents from stakeholders . Once completed, the 

sources we re screened for relevance then reviewed.  

The survey aimed and succeeded to identify information on the following aspects:  

¶ What are the positions of all relevant stakeholder groups with regard to the 

different technical solutions.  

¶ What are the relevant European strategies and wider legislative considerations 

regarding the European Data Economy and ITS.  

¶ What do current vehicle standards and legislation prescribe regarding the 

Extended Vehicle, Remote Fleet Management System and schemes related to RMI  

¶ What relevant technical implementations for access to in -vehicle data and 

resources exist today or are announced.  

Other aspects we re addressed in the search, but no tangible information that would go 

beyond the WG6 documents could be obtained from publicly available sources:  

¶ Costs of individual technical solutions in terms of hardware, software, R&D, staff 

time, etc.  

¶ Quantified benef its of the technical solutions for society, environment, etc.  

¶ Evidenced estimates of timescales to implementation of the technical solutions.  

The outcomes from  an initial phase of  th is literature survey  and the WG6 documents 

review (Task B1), and the remaining gaps identified in those reviews formed the basis of 

an online stakeholder questionnaire . 

3.2.2  Position papers  

The positions of relevant stakeholder groups with regard to the different technical 

soluti on were studied to understand the specific interests each group in access to in -

vehicle data and resources. Short summaries of the relevant aspects contained in 

position papers published during and after the WG6 meetings are provided in the 

following.  
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3.2.2.1  FIA Region 1 (Europe, the Middle East and Africa)  

The FIA believes adopting the Extended Vehicle concept could lead to suppliers having 

limited access to data if the data server is solely under the vehicle manufacturerôs 

control. This solution could also limi t the consumerôs choice of any future service 

providers to a list of manufacturer -approved suppliers.  

A Shared Data Server could solve some of the Extended Vehicle issues by having a 

mutually agreed neutral third party run the data server controlled by a c onsortium 

representing interested stakeholders. This is already being done in the SERMI 22  

Association. The SERMI association was set up by a group of vehicle manufacturers and 

independent operators to allow a fair and secure access to sensitive vehicle data .  It 

does this by defining an accreditation process to allow access to security related data. 

Any decision on the scheme needs unanimity of stakeholders. Inspired by this, the FIA 

suggests using similar ideas by ensuring the neutrality of a server solutio n by having a 

mixed consortium and for stakeholders to work out criteria to be fulfilled by applications 

in order to ensure driver safety and security.  

To control the collection and processing of vehicle data, specific rules on data ownership 

and guidance on personal data use should be used. Vehicle drivers and owners should be 

given control over the data their vehicles produce by allowing the vehicle owner or driver 

to give consent to certain rules by opting in or out . (FIA, 2016)  

3.2.2.2  European Association of Automotive Suppliers (CLEPA)  

In their óOpen Telematics Platformô position paper from July 2015 (CLEPA, 2015) , CLEPA 

supported  an interoperable standardized and secure in -vehicle open telematics Platform 

(on -board application platform). They believe d an intermediate solution should provide 

data access via a  competition -neutral  backend server  (data server platform)  together 

with a  data access via an in -vehicle connector (in -vehicle interface).  

CLEPA stated that:  

¶ It is vital that there is fair competition between vehicle manufacturerôs 

distribution network and the independent aftermarket and that the costumer has 

the choice to go t o any supplier even if they are non -authorised.  

¶ The Motor Vehicle Block Exemption Regulation states independent garages or 

repairers must have access to all spare parts and parts manufacturers must be 

able to sell  directly to the aftermarket. In addition t o this , authorized repairers 

must also have the ability to source spare parts from the supplier of their choice.  

¶ The vehicle driver and/or owner must have the choice to decide whom he wants 

to give access  to in -vehicle data.  

¶ Euro  5/6 regulation ensures ind ependent operators to have direct access to in -

vehicle data, free of charge, in an unmonitored and non -discriminatory way using 

todayôs on board diagnostics (OBD).  (CLEPA, 2015)  

In December 2016 it was announced that ACEA and CL EPA will work together to find a 

balanced concept which addresses the concerns of their members  (ACEA & CLEPA, 

2016) . The press release states that access to in -vehicle data must be safe and secure. 

Direct third -party access to  vehicle functions could increase exposure to hacker attacks 

and additional safety risks in terms of driver distraction could arise if external parties are 

granted uncontrolled access to the vehicleôs on-board systems, user interfaces and 

function displays . The proposed concept to achieve a safe and secure way of accessing 
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data, based on neutral servers, is explained in more detail in the context of ACEAôs 

position paper below.  

It should be noted that this concept is a move away from the on -board applicatio n 

platform concept, which was supported by CLEPA initially, towards a data server 

platform solution. CLEPAôs position on the potential discontinuation of access to data via 

the OBD port while driving, which was also announced in ACEAôs recent position paper, is 

not known.  

3.2.2.3  Alliance for the Freedom of Car Repair (AFCAR)  

AFCAR do not believe the Extended Vehicle concept is a suitable solution because  car 

dealers and repairers nee d equal access to vehicle data.  A standardised platform is 

required to allow indep endent service providers to develop applications which would 

work across an entire vehicle range. Without it, third party service suppliers would have 

to create products or services for each individual vehicle model of each manufacturer. 

This would not be economically viable for them. If this were the case, it would leave 

consumers with a restricted choice offered by the vehicle manufacturers.  

Standardisation does not refer to the overall in -vehicle system and therefore does not 

limit the choice of the veh icle manufacturer for a specific form of in -vehicle system. 

However, to maintain fair competition and to encourage innovation, the platform must 

have a standardised application programming interface (API).  (AFCAR, 2016)  

3.2.2.4  European  Automobile Manufacturersô Association (ACEA) 

In their óStrategy Paper on Connectivityô from April 2016 (ACEA, 2016a) , ACEA 

supported the Extended Vehicle solution as the best method to ensure that third parties 

have access to vehicle data they require to offer services to vehicle owners or drivers 

while allowing vehicle manufacturers to ensure vehicle safety, product monitoring, IT 

security and data protection compliance as there is no way for unwan ted services, offers 

or advertising to reach the vehicle or the customer.  

According to ACEA, the data that can be made available is óvehicle generated dataô or 

óoperating dataô. It excludes any data imported by vehicle users ( e.g. from a mobile 

phone cont act list, selected de stinations for navigation) and data received from external 

sources ( e.g. information transmitted by roadside units, other vehicles or vulnerable 

road users).  The access to in -vehicle data will be granted depending on the use -case , 

the nature of usage and type of data.  (ACEA, 2016a)  

In December 2016 it was announced that ACEA and CLEPA will work together to find a 

balanced concept which addresses the concerns of their members  (ACEA & CL EPA, 

2016) . ACEAôs position paper óAccess to vehicle data for third party servicesô (ACEA, 

2016b)  describes this concept in more detail: The idea focuses on neutral servers 

operated by independent third parties which collect equivalent quality data from the 

extended vehicle server and arranged via a B2B agreement between the server operator 

and the ve hicle manufacturers ( Figure 11 ).  
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Figure 11 : ACEAôs proposed neutral server concept (ACEA, 2016b)  

This concept is essentially an Extended Vehicle  solution with the addition of a óneutral 

server ô. The neutral server operator can negotiate with the vehicle manufacturers for 

additional data fields to be included on their servers without revealing by whom and how 

this data will be used. This will help maintain a level of competition as service providers 

will get the choice between going through the vehicle manufacturer or the server. The 

neutral servers are not financed or run by the manufacturer which mean s, according to 

ACEA, they will not be able to monitor who is accessing what data except for security 

reasons and for overall system improvement.  

For cyber security reasons  caused by  incidents relating to third party  connected plugs 

(dongles) vehicle manufacturers reserve themselves the right to limit the data accessible 

via the OBD interface to those required for diagnosis, repair and maintenance  and only 

when the vehicle is stationary . Access to vehicle data via an  OBD interface  when the 

vehicle is stationary, for system diagnosis will still be possible in accordance with EU law . 

(ACEA, 2016b) .  

3.2.2.5  German Association of the Automotive Industry (VDA)  

The VDA believe access to vehicle data sho uld be based on the business - to -business  

(B2B) model. Each OEM has the role of a system administrator and will be responsible 

for the safety and secure transfer of vehicle generated data from the vehicle to a 

standardized and maintained OEM B2B interface. Th ird parties will then be able to access 

vehicle data through the OEM B2B interface or via a neutral server that  gather s data 

from the OEM servers. To avoid risks to customer and public safety third parties will not 

have direct access to the vehicle . (VDA, 2016)  

3.2.2.6  Verband der TÜV e.V. (VdTÜV)  

The Association of Technical Inspection Agencies ( VdTÜV) strongly believes the 

automatization and interconnection of cars will increase in the future. It is crucial to 

provide both protection  of the customers data and against cyberattacks as well as to 

establish equal conditions for all competitors with data -based business models. With this 

view, VdTÜV proposes a Security Architecture (Automotive platform) in connected 

vehicles that complies w ith all the requirements.  






















































































































































































































































































































































































































